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Abstract

E-Voting (Electronic Voting) is a mechanism of voting through electronic means to aid the
chores of casting and counting of votes. It can be defined as a voting machine connected to
internet, to this e-voting mechanism we introduce blockchain technology. In this method each
voter will be a peer in the network of peers, it has a decentralized architecture where it runs on
a voting pattern which is fair, open and verifiable system where ballot-box is a transparent
medium. Blockchain is a growing list of records called blocks, that are linked using
cryptography. It is a decentralized, distributed and an immutable ledger to store digital
transactions. Its databases are managed using peer-to-peer network where all the nodes in a
network are equal and is the major concern in the types of network architecture. The
decentralization of blockchain means that it won’t depend on a central point of control. With a
lack of single authority, which makes the system equitable and more secure to validate
transactions and to record data which makes it incorruptible. It uses consensus protocol for
efficient transmission and communication of data between nodes. There are many online voting
systems available which are of client-server architecture and will have single point of failure,
but using blockchain technology we can eliminate it and provide more efficient mechanism for
existing one. In this paper, we have proposed an efficient and secured way of e-voting using
blockchain technology, the e-voting is done in a decentralized network and there exist many
approaches, but the approach using blockchain technology provides a new dimension to the
application.
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1. Introduction

E-voting is a system where people vote through internet using ethereum
account. The voter should have an ethereum account which acts as a identity
card for voting, then the voter selects the candidate and votes for that person
[1]. The person can vote from remote location it does not need to come to the
voting booth for voting. This can be implemented worldwide and the
technology used is more secure and safe. Blockchain is a set of linked-lists
where the data stored in it is immutable, which means once the data is stored
it cannot be changed. It is decentralized, distributed and public digital ledger.
Decentralization means storing data in different nodes across peer-to-peer
network, thus eliminating the risks when the data is stored centrally [2]. A
blockchain, also called as a distributed, immutable ledger is essentially an
append-only data structure maintained by set of nodes which won’t trust
each-other fully. Nodes in a blockchain network agree on a set of blocks which
are ordered, having multiple transactions. Hence, blockchain is viewed as a
log of ordered transactions [3]. Centralized applications have been in
presence for a very long period of time and certainly has many drawbacks
and issues of its own like single point of failure, hackable, less transparent
and cannot bail internet censorship. For decades, we have been putting our
eggs in a basket and that too in someone else's basket which simply means
that to create trust between ourselves, we rely on third parties and
Blockchain solves the problem the middleman [4]. Blockchain serves a most
potent solution to resolve this issue. It is one of the unruliest techs out there.
Its distributed, decentralized and immutable properties make it the absolute

way to store and track data across numerous domains and use case [5].

Blockchain enabled smart contracts employ proof-of-stake validation for
transactions, which promises significant performance advantages compared
to proof-of-work solutions [6]. Smart contracts have become a reality with the
boom of blockchain technology, which operates without trusted third parties
for settling transactions and disagreements among pseudonymous
participates [7]. Peer-to-Peer (P2P) protocols provides distribution of high
data capacity to users, which are scalable [8]. Peer-to-peer blockchain
networks has no central point of failure, as they lack centralize points of
vulnerability that hackers can exploit. Blockchain technology can be used to
create a constant, transparent, public ledger for organizing sales records,
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which tracks digital usage and payments distribution to content creators. [9].
Ethereum 1is an essential and an ultimate foundation layer, where a
blockchain with in-built Turing-complete programming language. It allows
anybody to write smart contracts for building decentralized applications with

their own rules of state functions, transactions, and ownership [10].

By having all these functionalities and enhanced features when compared
to the existing system which lies in a centralized network, our decentralized
network provides better standards to the system. The proposed theory shows
how this is made possible and makes the system easier.

2. Related Work

2.1. Ethereum Blockchain

A blockchain is a cryptographically safe transactional singleton machine
with shared state and The Ethereum blockchain is fundamentally a
transaction-based state machine. In computer science, a state machine refers
to a series of inputs and based on those inputs, will transition to a new state.

Figure 2.1

The first state is called as genesis state which is similar to a blank state
on the network. When transactions are executed, this genesis state
transitions into some final state. At any point in time, this final state

represents the current state of Ethereum.
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Figure 2.2
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As per definition, we have a transactional singleton machine with shared-

state but whenever multiple paths are generated, it is called fork.
Basic fundamental of Ethereum:

e Accounts: A account always has a transition state associated with it
and a 20-byte address. A Ethereum address system is a 160 bit that is used to

find existence of any account.

e State: Ethereum is built on a transaction state machine on which

technology handles all transactio based state machine concepts.

e Gas and Fees: Each and every computation result in transaction on the
Ethereum network which incurs a fee and that fee is paid in terms of some

form called gas.

e Transactions: A transaction is a cryptographically signed piece of
instruction that is generated by an externally owned account, serialized, and
then submitted to the blockchain.

e Blocks: All transactions are added to a block and a series of such blocks

that are chained together to infinite length are called blockchain.

e Mining and Proof of Work: Proof of work describes a system that needs
a not-insignificant but feasible amount of effort in order to deter malicious

uses of computing power.
3. Mathematical Analysis

ECDSA stands for Elliptic Curve Digital Signature Algorithm. It is an
algorithm that uses an elliptic curve to “sign” data where third parties can

verify the signature.
The cryptographic hash function SHA-256

SHA-256 is a cryptographic keyless hash function; that is, an MDC
(Manipulation Detection Code).

The algorithm uses the following functions:
Ch(A,B,C)=(AAB)® (AACQ),
Maj(A, B.,CO)=(AAB)®(AAC)® (BAC),
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20(X) = RotR(A, 2) ® RotR(A, 13) ® RotR(A, 22),
21(X) = RotR(4, 6) ® RotR(A, 11) ® RotR(A, 25),
00(X) = RotR(A, 7) ® RotR(A,18) ® ShR(A, 3),

01(X) = RotR(A, 17) @ RotR(A, 19) @ ShR(A, 10),
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4. Case Study Analysis

Contract

creation &
Transaction

The most remarkable thing about this Blockchain technology is that it

increases the capacity of the whole network and keeps its ledgers in a never-
ending state of forwarding momentum making it immutable. This technology
is extremely secure as every individual who gets in the blockchain network is
given with unique identification address. This guarantees that the account
holder himself is handling the transactions. The encryption of block in chain
makes it hard-boiled for any hacker to strike the existing setup of the chain.
Transaction speed is increased to very high level as existing banking

organisation takes plenty of time to process and initiate transaction.
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Ethereum is preferred as a better platform for development and
blockchain network. Extending the network which provides wide extent of
use cases, which is powered by smart contracts. All transactions are done in
real time and for some exchange of Ethers (currency of Ethereum network),
all blocks area scripted by miners, who execute these scripting and validation
transaction, which is expensive with respect to energy and time.

Use of real Ethereum network is quite expensive for experimenting,
developing and testing purpose (requires spending of Ethers). Also, it
occupies huge memory in network. Thus, private Test networks are used and
made available to the developers and one of them is Ganache, which is a
personal blockchain used to build and deploy dApps. In order to extend your
test network, peers should download a legit wallet from the official website

and change the connection with main network to preferred test network.
4.1. Methodology

Metamask is one of the browser extension which enables to interact with
dapps and are available on all popular browsers. Connect MetaMask using
seed phrase created by Ganache.

C O & himfiocalhostaose/ ® . @ :
Ty the Hew Metabdask Now or Leam Mt
oo -
. Account 2

Election Results

# Name Votes
1 Candidate 1 0

2 Candidate 2 0

Select Candidate No transaction history.

Vole

Your account: OxdcoeT448fc636569e701d4da3dcTBe2157heAITh

Figure 4.1

The user chooses the candidate which they wish and clicks on the Vote
button, where a Metamask prompt will automatically open seeking to agree
the transaction.
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Click Submit to accept the transaction. This would add a new transaction
in the blockchain returning the transaction hash and displays election result

which also disables to vote again.
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Figure 4.3
5. Conclusion

This paper, proposes different technology stack for reliable e-voting
system. Where the voting format is made simpler and easier. It provides a
new dimension to the existing technology as blockchain implemented e-voting
system is a new of its kind. Our architecture uses blockchain technology
which assures more security to the data, it focuses mainly on functionality of
blockchain enforced smart contracts. They incorporate methods for managing
automated smart contracts which are more efficient and secure matching
with hierarchical conditional structures and transfer of contract between

various smart contracts. Blockchain enforced smart contracts enables services
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which are automated, efficient, secure and allow resource distribution. The

mathematical analysis and case-study analysis proposed in this paper show

the robustness, security, scalability factor and its unique features to provide

better-user environment.
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