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Abstract

Every letter in English alphabet can be considered as graphs. Using an algorithm, each of
these graphs are transformed into another graph. These transformed graphs exhibit certain
properties. From each of these transformed graphs a pair of numbers is obtained. These pairs of
numbers form the key for the proposed symmetric key cryptosystem. In this paper, the
encryption and decryption algorithms are presented along with simple illustrative examples.

1. Introduction

Cryptography is the science of keeping the secrets secret. Message
encryption and decryption are the main focus of cryptography. These
encryption and decryption techniques are mostly based on different problems
of Mathematics. There are many cryptosystems based on number theory [3,
9], formal languages and automata theory [1, 4, 5, 7], biological computing
[10, 11] and elliptic curves [6, 8]. Graph theory is one of the well-established
topics in Mathematics. But there are very few cryptosystems based on graph

theory [2, 12] compared to other topics in Mathematics.

In this paper, we focus on developing cryptosystems using graphs. Here,
we consider each English letter as a graph. Using a transformation
algorithm, each of these graphs is transformed into another graph called

transformed graph. Then we represent each of these transformed graphs as a

2010 Mathematics Subject Classification: 30C45.
Keywords: Symmetric key cryptosystem, Key generation, Encryption, Decryption, Graph.
Received February 21, 2020; Accepted May 8, 2020



1646 R. ABRAHAM DINESH and D. JAYASEELAN SAMUEL

unique tuple. That is, each letter in the English alphabet is mapped into a
tuple by using a transformation algorithm. These tuples are used as the key

for the proposed symmetric key cryptosystem.
2. Key Generation Algorithm

Here, we consider a specific style of English alphabets as graphs. Each of
these graph is partitioned into two or three parts. If a graph is divided into
three parts, then we call them as the left partition (L), the right partition (R)
and the partition in the middle (M). If a graph is divided into two parts, then
we consider the middle partition empty. For example, in Figure 1, for the
letter E, the left partition L contains a set of vertices {1, 6, 7} and the right

partition R contains a set of vertices {2, 3, 4, 5} that are joined by edges

passing over between these partitions. The graph of the alphabet I has three
partitions L = {1, 6}, M = {2, 5} and R = {3, 4}. Similarly, in the graph of
G, there are two partitions L = {3, 4} and R = {1, 2}.
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Figure 1
2.1. The Transformation Algorithm
The following algorithm will produce a transformed graph for each letter
in the English alphabet.

Algorithm 1.

1. Start naming the vertices of the alphabet from the vertex at the south-

west corner resulting in a sequence of vertices 1, 2, 3, ..., n. (If there is no

vertex at the south-west corner then the vertex on the right to it is taken.)

2. For each vertex of the alphabet, draw an edge one below the other. As

edges are drawn, vertices are also formed.
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3. Divide the graph that is being created into two equal halves, for

convenience.

4. If there is an edge between the vertices i and j where both i and j lie in
the partition L or R of the graph of the alphabet, then draw an edge from the
edge that corresponds to i to the edge that corresponds to j, from the left or
right end respectively.

5. If there is an edge between the vertices i and j where both are present
in the partition M, then draw an edge that joins the corresponding edges of i
and j. In this case the edge is drawn in the middle of the graph that is being
created and is slightly curved towards the right.

6. If there is an edge between the vertices i and j where one lies in the
partition L of the graph of the alphabet and the other in the partition M, then
draw an edge that joins the corresponding edges of i and j in the graph, lying
within the left half but not on the end of this graph.

7. If there is an edge between the vertices i and j where one lies in the
partition R of the graph of the alphabet and the other in the partition M, then
draw an edge that joins the corresponding edges of i and j in the graph, lying
within the right half of this graph.

8. If there is an edge between the vertices i and j where one lies in the
partition R and the other in the partition L, then draw an edge from the right
corner of the edge that corresponds to i to the right corner of the edge that

corresponds to j where these edges are slightly curved towards the right.

9. If there is only one vertex in the graph of the alphabet, then draw a
parallel from one of the vertices.
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Example 2.1. Consider the letter E as a graph given in Figure 2(a) This
graph is partition into two parts L = {1, 6, 7} and R = {2, 3, 4, 5}. There are

seven vertices in this graph, so we draw seven edges one below the other.
Since there are edges (1, 7) and (7, 6) from L to L and an edge (2, 3) from R

to R of the graph in Figure 2(a), the corresponding edges are connected by

new edges in the new graph. Now, since there are three edges (1, 2), (7, 4)

and (6, 5) between the partitions L and R in the graph in Figure 2(a), the

corresponding edges are also connected by new edges in the new graph as per

the algorithm. The resulting transformed graph is given in Figure 2(b).

Similarly, the letter 7 in Figure 2(c) is divided into three parts
L ={6}, R=1{4} and M = {1, 2, 3, 5} and the resulting transformed graph is

given in Figure 2(d).

A complete list of transformed graphs for each English alphabet is given
in Table 1.

2.2. Key Generation from the Transformed Graph

Now let us consider the number of vertices and number of edges of each of
the transformed graph. Let V and E be the vertex set and the edge set of any
transformed graph and |V | and | E| denote the cardinality of V and E

respectively. Consider the tuple (|V|,| E|) of each transformed graph. For

example, The number of vertices in the transformed graph of Wis 18 and the
number of edges is 17. Thus ( V|, | E|) = (18, 17) for the letter W. Note that,

there 1s a one-to-one correspondence between each tuple and each
transformed graph. The complete set of letters and the corresponding tuples

are given in Table 2.

This table of tuples is used as the key in the proposed symmetric key
cryptosystem. Since this is a symmetric key cryptosystem, this key must be
available for both the sender and receiver and must be kept away from the

third party. In all the 26 tuples in Table 2, note that |V |>|E| This

property helps us to decrypt the encrypted messages.
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3. Encryption and Decryption

Table 2.

SI. No | Alphabet | Tuple
1 A (14, 149
2 B (26, 25)
3 C 4, 3)
4 D 8,8
5 E (14, 13)
6 F (30, 29)
7 G 8,7
8 H (28, 27)
9 I (22, 21)
10 J (21, 20)
11 K 10,9
12 L (6, 5)
13 M (16, 15)
14 N (12, 11)
15 0] 4,4
16 P (10, 10)
17 Q (16, 16)
18 R (12, 12)
19 S (34, 33)
20 T (20, 19)
21 U 17, 16)
22 \Y (25, 24)
23 W (18,17
24 X (39, 38)
25 Y (24, 23)
26 Z (32, 31)
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Encryption Algorithm
1. Replace each letter in the plaintext with the tuple from the key table.

2. Remove brackets and commas and concatenate all of them to form a

number sequence.

3. Form a table with fixed & columns and arbitrary (required) number of
rows by filling one digit of the number sequence in each cell, row wise. This
number £ must be known to both sender and receiver and so it a part of the

secret key.
4. Form a new number sequence by reading the table column wise.
This new number sequence is the corresponding ciphertext.

The sender of the message will send this ciphertext to the receiver. To

decrypt the message, the receiver will follow the following steps.
Decryption Algorithm

1. Form a table with fixed k£ rows and arbitrary (required) number of
columns by filling one digit of the number sequence in each cell, column wise.

2. Form a new number sequence by reading the table by row wise.
3. Construct the tuples from the number sequence.
4. Replace tuples with the corresponding letters from Table 2.

This is the required plaintext.

Table 3.
1 4 1 4 6 5 2 2 2 1
4 3 1 4 1 3 0 0 0 0
3 4 3 3 1 4 1 3 1 2
1 1 8 8 3 4 3 3 0 0
1 4 1 4 0 0 0 0 0 0
1 6 1 5 1 4 1 3 3 4
3 3 3 4 3 3 1 4 1 4
8 7 1 4 1 3 0 0 0 0

We construct the tuples from the new number sequence by using the
following simple procedure. Consider the first letters, say ab, of the new

number sequence. Suppose that a is numerically equal or greater than b,
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then check the key table. These two letters make the tuple (a, b). If not, then

the letter b i1s concatenated to a and they are taken as one number say
u = ab. This number u is compared to the third letter ¢ of the number
sequence. If u is equal or numerically greater than ¢ and the tuple (u, ¢) is
present in the key table, then (u, ¢) is the corresponding tuple. Otherwise
the fourth letter d is concatenated to ¢ to form the number v = ¢d and the
pair (u,v) is the corresponding tuple. This procedure is repeated by

considering the remaining letters of the number sequence till the end.
4. Example Consider the plaintext: ALICE SENDS A MESSAGE.

Encryption. The corresponding tuples from Table 2 are: (14, 14), (6, 5),
(22, 21), (4, 3), (14, 13), (34, 33), (14, 13), (12, 11), (8, 8), (34, 33), (14, 14), (16,
15), (14, 13), (34, 33), (34, 33), (14, 14), (8, 7), (14, 13). Removing all the
brackets and commas and concatenating them we  obtain:
1414652221431413343314131211883433141416151413343334331414871413

Filling them row-wise in a table with £ = 10 columns, we obtain Table 3.

Here, note that the remaining cells in the table are filled with a filler

character 0. Now, reading them in column-wise we obtain the ciphertext.

c =1414311138434146371138113144384544611301315344433201301102
03303402010 031010200440.

Decryption

To decrypt the ciphertext c, first form a table with 2 = 10 columns and a
required number of rows by filling each letter of the ciphertext in each cell
column-wise. We obtain the same table given in Table 3. By reading this

table row-wise, we obtain a new sequence

1414652221431413343314131211883433141416151413343334331414871
413.

Now consider the first two letters 1 and 4 of the sequence. 1 is not greater
than 4. Therefore, we concatenate a and 4 and obtain 14 and compare it with
the next letter. The next letter is 1. Here 14 > 1, but there is no tuple (14, 1)

in Table 2. Hence, the next number 4 is concatenated with 1 to form the
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number 14. This results the tuple (14,14) and this corresponds to the
alphabet ‘A’. Therefore the first letter of the plaintext is A.

The first four elements in the sequence are processed so we move to the
next elements of the number sequence. The next two elements are 6 and 5.

Since 6 > 5 and (6, 5) is present in Table 2 and corresponds to the alphabet

‘L’, the next letter of the plaintext is L. Similarly, the other letters are also
formed and the message “ALICE SENDS A MESSAGE” was found.

5. Conclusion

In this paper, a new symmetric key cryptosystem which uses the
graphical representation of English alphabet was proposed. This
cryptosystem is easy to implement but before implementing a complete study

of security analysis is needed. This can be considered for further research.
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