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Abstract

In this communication, an attempt has been made to utilize the possibility of encryption
and decryption using RSA public key cryptography in Number theory involving Ramanujan

Prime numbers.
Introduction

Number theory is captivating because it has such an enormous number of
open problems that appear to be open from an external perspective.
Obviously, open problems in number theory are open for a reason. Numbers,
in spite of being basic, have an incredibly rich structure which we just
comprehend somewhat. During the 20th century, Thue made a significant
forward leap in the investigation of Diophantine equations. His proof
impacted a great deal of later work in Number theory, including Diophantine
equations. Hence, number theory and its different subfields will continue to
excite the cerebrums of mathematicians for quite a while.

Number Theory plays a significant part in encryption algorithm.
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Cryptography is the act of concealing data, changing some secret information
over to not decipherable texts. These outcomes motivated us to examine for
encryption in RSA public key cryptography utilizing Ramanujan prime
numbers. Many tools in Number Theory like primes, divisors, congruencies
and Euler’s function are utilized in cryptography for security [1-12]. This
paper aims to introduce the reader with uses of Number Theory in
cryptography that is the idea of encryption by RSA public key cryptography
in Number theory for finding the enciphering exponent and recovery element

involving Ramanujan Prime numbers.
Ramanujan Prime Numbers

A Ramanujan prime is a prime number that satisfies a result proved by
Srinivasa Ramanujan relating to the prime counting function. The nth

Ramanujan prime is the least positive integer R, for which
n(x)—n(x/2)>n, Vx> R,,n>1

where m(x) is the prime counting function (number of primes less than or

equal to x).

In other words, there are at least n primes between x/2 and x whenever

x 2 R,.

The first few numbers of this kind are: 11, 17, 29, 41, 47, 59, 67, 71, 97.
RSA Public Key Cryptography

In a public key cryptosystem, the sender and receiver (frequently called
Alice and Bob respectively) don’t need to concur ahead of time on a secret
code. Indeed they each distribute part of their code in public directory.
Further an adversary with admittance to the encoded message and the public
directory actually can’t unravel message. More precisely Alice and Bob will

each have two keys a public key and a secret key.

In RSA cryptosystem, Bob pick two prime numbers p and ¢ (which by and
by each have at any rate hundred digits) and compute the number n = p - q.

He likewise picks a number e # 1 which indeed not have large number of

digits but is relative prime to (p —1)(g — 1) = ¢(n), so that it has inverse with
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modulo ((p —1)(g —1) = ¢§(n)) and compute d = e* with given modulo. Bob
publish e and n. The number d is called his public key.

The encryption interaction starts with the change of message to be sent
into an integer M by means of digit alphabet in which each letter, number or

punctuation mark of the plain text is replaced by two digit integer.

For instance.

A| B C |D| E F | G| H 1 J

00| 01 | 02 |03 | 04 | O5 | O6 | O7 | 08 | 09

10 | 11 | 12 13 14 15 16 17 18 19

20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29

1 2 3 4 5 6 7 8 9 !

30 | 31 32 33 34 | 35 | 36 37 38 39

Here it is assumed M > n; otherwise M is broken up into blocks of digits
My, M, ..., M, of the approximate size. And each block is encrypted

separately. The sender disguises the plain text number M as a cipher text
number ¥ by raising ‘¢’ power to M and by taking modulus n (i.e.)

M = r(mod n). At other end the authorized recipient decipher transmitted

information by first determining the integer j, the secret recovery exponent

for which e - j = 1(mod(¢(n))).

Raising the cipher text number to the ’ power and reducing it modulo n

recovers the original plain text number M (.e.) 7/ = M (mod n)

Choose the primes p and q in terms of 2-digit Ramanujan Prime numbers
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for the RSA public key cryptosystem in the process of encryption and
decryption where p # ¢ and p < q.

Method of Analysis. Choosing the primes p and ¢ in terms of 2-digit
Ramanujan prime numbers, we can apply the method of RSA public key
cryptography.

As an illustration of this concept, select p =11 and q = 17.
Then n=p-q =187
d(n) = ¢(187) = ¢(11) - $(17) =10 * 16 = 160

Choose e = 3 to be an enciphering exponent where 3 and 160 are co-
prime to each other. Then the recovery element j is a unique integer
satisfying the congruence 3-j = (mod160) and j =107 satisfies the given

congruence.
Consider the message RAMANUJAN PRIME
The plain text number is 1700120013200900131517081204

Since M > n, so split M into blocks of two digit numbers

i.e. 1700 12 00 13 20 09 00 15 17 08 12 04
172 = 051(mod 187) 003 = 000(mod 187)  12% = 045(mod 187)

003 = 000(mod 187)  13% =140(mod187) 20 = 146(mod 187)
092 = 168(mod 187) 003 = 000(mod 187)  13% = 140(mod 187)
152 = 009(mod 187) 17 = 051(mod 187) 083 = 138(mod 187)

122 = 045(mod 187) 043 = 064(mod 187)
The encryption of the message is
051 000 045 000 140 146 168 000 140 009 051 138 045 064

For all the 2-digit Ramanujan prime numbers the corresponding primes

p, q, enciphering exponent e and recovery element j are presented in the

table below:
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Table 1.
S.No. | Ramanujan Primes n d(n) j
p q
1 11 17 187 160 107
2 11 29 319 280 187
3 11 41 451 400 267
4 11 47 517 460 307
5 11 59 649 580 387
6 11 67 737 660 283
7 11 71 781 700 467
8 11 97 1067 960 823
9 17 29 493 448 299
10 17 41 697 640 427
11 17 47 799 736 491
12 17 59 1003 928 619
13 17 67 1139 1056 845
14 17 71 1207 1120 747
15 17 97 1649 1536 1229
16 29 41 1189 1120 747
17 29 47 1363 1288 859
18 29 59 1711 1624 1083
19 29 67 1943 1848 1109
20 29 71 2059 1960 1307
21 29 97 2813 2688 1613
22 41 47 1927 1840 1227
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23 41 59 2419 2320 3 1547
24 41 67 2747 2640 7 2263
25 41 71 2911 2800 3 1867
26 41 97 3977 3840 7 2743
27 47 59 2773 2668 5 1779
28 47 67 3149 3036 5 2429
29 47 71 3337 3220 3 2147
30 47 97 4559 4416 5 3533
31 59 67 3953 3828 5 2297
32 59 71 4189 4060 3 2707
33 59 97 5723 5568 5 3341
34 67 71 4757 4620 13 1777
35 67 97 6499 6336 5 5069
36 71 97 6887 6720 11 611
Conclusion

In this paper, we utilize Ramanujan Prime numbers for encryption of

messages by the method of RSA public key cryptography. To conclude that,

one may search for encryption techniques by different methods with other

numbers.
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